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About Speaker – Chris Volny

2008 - 2014

NORIS (.NET)
MFA + TS Credentials
Reflective Dependency Graph
XML Transformation / ETL

GM / OnStar (Java)
DataStage / ETL
SSO EE w/ SAP ERP
Connected Vehicle Back-office

2014 - 2017 2017 - 2021 2021 -

VES (C++, Java, Bash)
(libvirt) Android Profiles-MDM
Qt C++ Cross-Domain Bridge
Yocto Linux + CI

Duo Security (Python + JS)
Cloud SAML/M365/OIDC
Twisted + Async Python
JS + React

10+ years in infosec



Agenda

Ø Why Passwordless?

Ø History, Auth Factors, and Cryptography

Ø FIDO and WebAuthn

Ø Demo and Usage

Ø System Design Considerations

Ø Q/A + Resources
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Protecting what’s now and what’s next.
That’s Cisco Secure.
Verizon DBIR

Over 80% of hacking breaches involve brute force or 
the use of lost or stolen credentials.

Why Passwordless?
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“I Fight for the User.”

For more photography click here

“I’m a user too!”

https://bx.cisco.com/cbx-portal/cbxshow.action
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Passwords: a history

• “something you know”

• Roman Legion – friend from foe

• Defacto computer security since 1960s
• Fernando Corbató, MIT CTSS
• … also first leaks:
• Spring 1962 printed password file
• 1966 motd and password files swapped

• We’ve been asking this since 2009:
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Password Complexity
/ Search Space

Ø Think: time lock

Ø Choose: random xor memorable

Ø Rinse, repeat

Ø www.grc.com/haystack

https://www.grc.com/haystack.htm
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Enter Password Managers

• Impossibly long passwords for 
everything

• Encrypted with one “strong” password
• Hope you don’t forget it
• Hope no one copies it
• Hope that password was “strong”
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Enter Multi-Factor
• Defense in depth

• “something you know”
• “something you have/are”

• “Quick, where’s my phone/YubiKey?”

• Variants:
• Voice/SMS 2FA
• OTP Codes
• Push
• Certificates/PKI
• Maybe SE/TPM stored

Hijack / Phishing
Exfiltrate / Phishing

Great - WebAuthn
Excellent

Great - Duo
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Enter Single Sign-on

• Social Login

• SAML/OIDC

Wild West

Enterprise
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What are Security Keys?
• We see these a lot in MFA

• What are they?
• Secure Enclave (SE)
• Tamper / extraction resistant
• Asymmetric cryptography

• Can embed PK Credentials
• Sometimes built in (platform)
• Touch ID

• Sometimes a peripheral (external)
• YubiKey

• Can use to unlock bigger vaults
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(A)Symmetric Cryptography
• Symmetric

• same key for crypt/decrypt
• Confidentiality
• Secures data at rest + transport session
• DES, AES, Blowfish

• Asymmetric
• One key for crypt, one for decrypt
• RSA 1977 (Ellis/Cocks ‘73)
• Confidentiality and Integrity
• Secures transport negotiation (‘web)
• RSA, DE, EC
• SSH, PGP, TLS
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FIDO Timeline/Philosophy
• Timeline

• 2009 – PayPal and Validity Sensor talks
• 2012 – FIDO Alliance Founded
• 2014 – Samsung GS5 fingerprint e-shop
• 2015 – FIDO1 published + BT/NFC
• 2018 – FIDO2 published
• 2019 – Wide platform adoption

• Philosophy
• Strong crypto
• Limited scope
• Device attestation

CTAP/WebAuthn

Think: cookies + domain
Which devices to trust
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FIDO2 = CTAP + WebAuthn

• Client-to-Authenticator Protocols (CTAP)
• Hardware to OS API / Transport
• System calls
• USB, NFC, BLE, TPM Authenticators

• Web Authentication API (WebAuthn)
• Just web applications
• JavaScript API in browsers
• Server-side libraries

Windows Hello, libfido2
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FIDO2 = CTAP + WebAuthn

• Web Authentication API (WebAuthn)
• JavaScript API in browsers



17© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Registration
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Login
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Demonstrations
• https://webauthn.io (Duo Labs) (Android) • https://www.thevolny.net/ (me) (OS X)

https://webauthn.io/
https://www.thevolny.net/
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My Demo – High Level

• Two Pieces:
• JS Library
• Axios with CBOR Interceptors
• Login, Register functions

• Django Module + App
• Django REST Framework
• CBOR render/parsers (some base64)
• Authenticator, LoginToken models
• ApiViews
• Really simple templates for testing
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My Demo – JS Axios
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My Demo – JS Login
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My Demo – Django Models
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My Demo – REST Encoding
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My Demo – Login Begin
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My Demo – Login Complete

• Gives:
• credentialId
• clientDataJSON
• authenticatorData
• Signature

• Gets:
• Detail + UserInfo
• username
• full_name
• is_staff
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Design Considerations
• Single (passwordless) or Multifactor?

• What’s your env’s posture?
• Adaptive?
• Username-less?

• Requirement Parameters
• Authenticator type
• Platform
• Cross-platform

• User Verification
• Warm body, pin, biometric?

• Attestation Level
• Identity vs privacy
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Additional Notes

• Hybrid Password/Passwordless?
• Challenge for username enumeration

• Do not roll your own crypto/security

• CBOR vs Base64

• Django Views/API to React = awkward
• JSON blobs?
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Questions?

• WebAuthn 101 https://webauthn.guide/

• Duo WebAuthn Demo https://webauthn.io/

• FIDO Alliance https://fidoalliance.org/

• Django Extension https://github.com/cvolny/django-restauthn/

• React WebAuthn Client Library 
https://www.npmjs.com/package/@cvolny/webauthn-client

https://webauthn.guide/
https://webauthn.io/
https://fidoalliance.org/
https://github.com/cvolny/django-restauthn/
https://www.npmjs.com/package/@cvolny/webauthn-client


Thank You!

Chris Volny (she/her)

Cisco :: Duo Security :: CloudSSO Services :: Sr. Software Engineer


