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Why Do This At All?

You have more time than money (CAL
avoidance)

AD is the standard for interoperability

Simplicity/ubiquity of administration
tools

Linux is just cooler than Windows




How Samba4 delivers AD

Several key services are consolidated into samba-ad-dc service:
« LDAP,DNS, and Kerberos

Single configurationtool: samba-tool

Default kerberos server: Heimdal (MIT added in4.7)

DNS - samba internal or bind (requires extra configuration)

LDAP handled by internal samba service only

Samba recommends a separate domain controller for AD - with
shares delivered on member instances




Current Limitations of Samba AD

No PowerShell AD module
Limited SYSVOL replication (manual, hacky)
Directory mode maximum 2008R2

Limited application of computer GPO'’s




State of Samba4 /AD in openSUSE

Samba 4 first arrived in openSUSE 13.1

Release notes (2014-01-08) 5.3. Samba
Version 4.1:

"Sambaversion 4.1 shipped with openSUSE 13.1
does not include supportto operate as an Active
Directory style domain controller. This
functionality is currently disabled, as it lacks
integration with system-wide MIT Kerberos."
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State of Samba AD in openSUSE - 2019

e 0penSUSE Leap 15.1 - samba 4.9, currently 4.9.5+git.187

—~  Tumbleweed samba 4.11, currently 4.11.0

« Several rpm packages are part of this:
- samba
- samba-client
—~ samba-ceph
- samba-doc
- samba-dsdb-modules
- samba-ad-dc- /usr/bin/samba-tool
- samba-libs
—-  samba-pidl
—~  samba-python
- samba-winbind
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Official Samba Releases

. . discontinued
status started maintenance security (EOL)

next upcoming
release series

4.12 (details) master

411 (details)  v4-11-test current stable 14 69 97
release series

maintenance

4.10 (details)  v4-10-test el RS 2019-08-19 2019-09-17

4.9 (details) v4-9-test pry. Lty 11 2018-09-13 2019-03-19 2019-09-17

4.8 (details vA-8-test discontinued 5418 6313 2018-09-13 2019-03-19 2019-09-17
(EQOL)

4.7 (details) v4-7-test discontinued 5417 69.91 2018-03-13 2018-09-13 2019-03-19

(EQOL)



https://git.samba.org/?p=samba.git;a=heads
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.12
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/master
https://wiki.samba.org/index.php/Samba_Release_Planning
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.11
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/v4-11-test
https://wiki.samba.org/index.php/Samba_Release_Planning
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.10
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/v4-10-test
https://wiki.samba.org/index.php/Samba_Release_Planning
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.9
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/v4-9-test
https://wiki.samba.org/index.php/Samba_Release_Planning
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.8
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/v4-8-test
https://wiki.samba.org/index.php/Samba_Release_Planning
https://wiki.samba.org/index.php/Release_Planning_for_Samba_4.7
https://git.samba.org/?p=samba.git;a=shortlog;h=refs/heads/v4-7-test
https://wiki.samba.org/index.php/Samba_Release_Planning
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Liberty Christian School (O m

« Two facilities in Anderson, IN

« ~550students K-12, 80 staff

« ~150Windows PC’s (Windows 10 standard)
o ~575Chromebooks

« ~10ldsysadmin
- Two teenage helpers
~ One part-time staff




LCS IT information ()

« Eachfacility has two clustered KVM servers
- Storagevia iSCSlon Leap 15.1

Windows servers (2) running as appliances

SLES was default
— Started with 11

Windows 10 standard
« Shareserverin each building




Compelling events

« 9-yr-old Samba3/LDAP domain getting harderto support
« Windows 10 1803 - breaks domain join
« Need for better standardization, interoperability

« No budget

o Localadminsknow Windows




Implementation design

Install Leap 15.1 DC VM in each facility

“Classic Upgrade”, DNS internal (ad.libertyonline.org)

Retain old share server names, rebuild on Leap 15.1 VM's as domain
members

Reconfigure dependent services
PowerSchool (SIS)
Google G Suite (GCDS)

Replicate in virtual world first to test

Get Trent and Zack to help


https://wiki.samba.org/index.php/Migrating_a_Samba_NT4_Domain_to_Samba_AD_(Classic_Upgrade)

Results — Good, Bad, Ugly O

Good: All users and machines with passwords imported, shares
work, Windows admin tools work, accomplished over winter break
in January 2019, running continuouslysince then

Bad: Allusersinone OU, groupsimported but unpopulated with
users, file permission changes needed, manual SYSVOL replication
for pol|C|es all mitigated now -

Ugly: MIT kerberos labeled “experimental”

- Samba backed away
- Bugaffected itat deploy time:
o« CVE-2018-20217


https://wiki.samba.org/index.php/Running_a_Samba_AD_DC_with_MIT_Kerberos_KDC
https://nvd.nist.gov/vuln/detail/CVE-2018-20217
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Have a lot of fun!

o

openSUSE.



License

This slide deck is licensed under the Creative Commons Attribution-ShareAlike 4.0 International license.
It can be shared and adapted for any purpose (even commercially) aslong asAttributionis givenand any
derivativework is distributed under the same license.

Detailscanbe found at

General Disclaimer
This document is not to be construed as a promise by any participating organisation to develop, deliver, or
market a product. It is not a commitment to deliver any material, code, or functionality, and should not be
relied upon in making purchasing decisions. openSUSE makes no representations or warranties with respect
to the contents of thisdocument, and specifically disclaimsany express or implied warranties of
merchantability or fitness for any particular purpose. The development, release, and timing of features or
functionality described for openSUSE products remains at the sole discretion of openSUSE. Further,
openSUSE reserves the right to revise this document and to make changestoits content, atany time,
without obligation to notify any person or entity of such revisions or changes. All openSUSE marks
referenced inthis presentation are trademarks or registered trademarks of SUSE LLC, in the United States
andother countries. All third-party trademarks are the property of their respective owners.
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